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Sir: 

At the time the above application was filed, priority was claimed based on the 
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A copy of the priority application listed above is enclosed. 
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«<W^ ^6\] FTP *n*}7\ iflJfL ^SH^M^ FTP 

- • ~ <H"-§^%* S.^]^-6r ^rn^-S.^ ^^-B-#* ^ 

^ FTP S^ls. ^1^-, 

^flY^^ ^^hW « ^e^tv^ ^*Kr ^m-; #^=1^ 

^ FTP ^til^» ^Hl-frM" #*]/^^3L 

£ 3 
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i-fle^^HM xfl^-^ is7l^o] ;S.<&#;*1 ^ £-§-« 0 >-^ {Apparatus 

for extended firewall protecting internal resources in network system} ~~: 



11 : 12 : FTP 13 : #eM£M 

14 : FTP *]*\ 15 : EM^i 
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<9> viim^H.^^ ^.^>7l^^l ^ %°-3., ^-§1 ^E^jK Internet) -g-^ ^ 

^ v|)S^a. a oH] vfl^- Ml 3.^1^1 FTP H^- a] (File Transfer Protocol 

Proxy) 7V iflJf t^l?!lt2l FTP ^Hli ol^^ iflJ^H <q«-s ^s] 

<10> ^^O.S ^Ei^^ ^ ^ LllM^)a.^ofl ifl^- vilEo^nj-o. ^ . .. . 

^lH: ^-S-7> fll*. ^7l<4 ^"Ol -S-^ cfl^- Ji^M^ «^tiV^ O.S 

<11> O]^, VilE^) H Tnj.^] a.O>7l^l « ^SJM^-g- ^^^VT=f . 

<12> t£t^ £1^. ^£fl7l^ol] iflE^a^ Ji^*]^ ^-S.^^ £ o]4. 

<13> <#7] Slofl W><2}- ^-ol vilM^l^^, Sq^-nj-o.^.y.E^ i-fl-Jf S.<>) ^-0- 

51 1> 0 r FTP *W3)S 3^SRr ^7fl^ #5folo]E(2)^; Aj-71 ^7fl^1 #5} 

°1«aS(2)^ ^ c-flolEi ^^Rr FTP ^(3)3. ^sjt}-. 
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<14> J£ 7 ] ^ofl ^ cf-g-nf ^tf. 

<15> ^tiV^ ^1-^cHl rfl*}aj FTP ifl^-^S} ^S^UHItt FTP 

E.^*}7} ^l^H oioo], tf 7 ) FTP *L^*]7} cfltb ^-2.^1- ^H?}^ S^nj- 

s) #eK|o]j=(2Hl cUt!- <?]^^-» ^t^Ml &t±. ^, ^ tflEo^o^ ^ cflolE^ 

. rcfsM y o v ^f^^ FTP ^^Itt ^«]^# -2-^H= ^l^- -2.^^ ^^]a>o] 

<i6>,- r .. o^tr «j-3)-^(i)oii^ -g-g-^szL^ 711 ol e 4i) o] (Gateway) ^ «H ^sj-^Ml tf^ --■ 
^ ^^s-ol ^TflsH, *W €3 U (Packet Filtering) ^ S.^]^ v^o] 

Sl^lHl^ Sl^*l*W ^ ^^-^^(Text Type) 

s>\ sfli^|=.v+ <Hs)-g- 3fli^|^» A>-g-srH, ^e^H^l ^M|*4 7-fl^£l z}-^ 

» 7Wn ^e^-§- ^ ^KH^* ^W-. oinfl ^e^^ <y#^ #<a^ # 

&}-oloiM(2)olJ7 7fl^l^ tfl^-^o) pxp a^(3)7> ^4. 

<17> ZLSffA^ ^Jf-*^ A\%7\7\ FTP >M«1^ ^1^-W>ZL7> ^ .o oj] « 0 >3^ ( l)^ 

M FTP = §**H ^#5>^ A}-g-*} p>^1 3f- FTP >H«K3)S. ^^>7fl ^ 

th ^^(l)^ 7l^ ^ NAT(Network Address Translator)* ©l-g-^- ^-f tfl-¥-*> 

-g-*H tr*M FTP S^l§ 71*1*1 «>3. FTP 3^rtt Si^r. 

<is> ^ , FTP S^a]^ ^e-)^ o.^^ f>\^°\ ^^^^1- 7V*1 *1 n> _ #el^o. 

S^- FTP *|t}l(3)<4 FTP S^-Al^V ^ FTP #«l-°l«aM(2)?H| n^^lfe ^ 7fl°l 
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3^ri^» °H FTP H^-a]^ x\ H] ^1- J^*]; A}-g-*H cfl^j- A>-g-^]- o]^ 

# ^^1^^" ^rWTfl Sl^tHl, ^4^=7} ^^1(2) 

2}- FTP S^A] A>ol^ ^#ii=olc|-. 

<19> njof, A>-g-7s> ^l^ojl ^3fls:>7ll 3 ^ FTP=^H ^§>^ ^-e]^ ^^co^ ^ 

cj-o] ol^^^l <g ^olcf. ZLElJO. A}-g-7} o]^cll Aj^cx] #33 ^^t=7> ^ S) 
^-g-*}^ ^*ll ^^*>J1^ *Kr FTP *1*H(3)°11 ^ ^^Sr -MJ*H FTP S^l^ 
^e^lH ^-^o.^.*) pjp H^l^- 3*11(3)3:3 #33 %4=-o] ojijLo^Tfl ^ 

t% ^l^fl ^7} ^e^H fl"^* *^->fl 3^ #5}olo i M(2)^- FTP = «H a>o] 

3 #33 3^r<>l 

<20> zlsIjl ^ A|~g-7}^ FTP = sfr*H ^5>c^ in^is 

*1 71^-slt^-. FTP S^-Al7> 7l-iH*Kr Sn^fe- A>-g-;*> id, * -=-3*1 IP 

<21> ^^^j. ^sfl7l^<Hl sl^r J±^>7l^^ ^-fofl w^ts^ FTP 5.^1^ A> 

o] ^^o]x4. x^^X] tflJjL A>-g-AHl ^-S-tF ^-¥-3. 7>^ o| ] cfl 

*Mxr J±ti:7l^cl #^30.5. 3^ -£-^3 0 l 
< 22 > ^, ^^-ir 7l§o.S tfl^- A>-g-*>*r tflJfS- *l7m ^>-g-^> o H ^ *i-g-*Kr ^ 

7>5]^ ^ A}-g-Al-5Hr vflJf ^l*>7l 7)^-5] ^A] ^^ofl 

€• ^>7} ^fil^ FTP = 1**1 3 ^^7l^^r vfl^ A>-g-^li^ <2j:« 

^ e ^7]^ 3"g-*}£7l nfl^-ofl, iflJji. A>-g-*>7> FTP ^^Af o]-g- 
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f t^s] iiiE^a^l ^s]^ ^ m=$\3.<>\}^ FTP Z.^A}7} ^ # 

^1^1 FTP *\*]^ #a}*H iflJfofl/^ ^-¥-5. ^-A}- 

Ei *l^ofl ^€ S.ZL^H» ^ FTP = ^l<2j-; Aj- 7 ] FTP S^a]o] 

2)^2) FTP M&i5}^ ^7fl2l #5l-o]olEfif; o} B^ Aj-ofl ^ ifl^^ 

^-eJ-Ol^EO) ^^ A zp. # ^ CljolE]^ -57^.0. ^tggj.^ ^7fl^ FTP a-^s]- 

; #7] FTP = SZL^il: ^1«H &z)z}7\ ^ 

ae^Al S.^K\2\.; Aj-7] FTP #^31 ^A}£--§- cfl o] ^ $ if 3. 

sj-^Al^^ji]-; Aj-7l FTP S^-a]o) ^^H^Hl ^ SZL^^.# 7^^>^ 31 
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iiJL7l^ol H.°V%x\2] ^*fs.}%-x}°\ <qj=L ^b]o\] vWisV 

9l^Sr ^t\jL, ^7}°\}^ A>-g-^> 7 > A^ofl ^SKr ^-7)1 

4; afll #711 ^ ^ Af-g-^ *r4!*M #7] *$Z§0] 7 } dlojE^ J*]^ 

^^O. #7] ^S)^ 4°^ ^>£- ^ 7^^>JI Aj^Efl ^s^H 

Tfl #7] S.ZL^^.# £^*Rr ^13 ^1<21-; *fl2 #7lHlAi ^Aj^- ^ <H 7> ^0^^ 

^^5L ^^^7} 91 7\] ^-§; #^€r>fe ^4 ^1» ZL 7}^ 



<26> o]t\, ^7}9\- ^ vilM^a.^A^ 1^1^-^^ HS7l^ol ^.«?>^1 ^ ZL 

£-§-#1^ 7l#^ A>Aj-o)l ^AHHl £\7\ ^ ^ ^Sjvg; >$M|S} ^^tb 

^. 

<27> Tg^ , £2^ «^^AH|ofl o}tb Ui]E ^ 3 a>o]j^ ^^V^ JiL^l^ # 

iLtf^l^ M-^Holal, £3^r ^oll 21 3 -§-3^7 ^r-S-^^l Jr. 

#£°lJL, 5.4^. £3°flAi 4^ ^ 3-ZL^iL ^Ml*f--£^1^, £5^ J£4<>1H 
SZL^iL^ ^^Als.olrl-. 
<28> Aj- 7 ) £2 ofl ti><2}- ^-ol i£rgofl o} ^- 3^ ^aI Sqjf^O. 

23-8 



1020000035533 2000/11/1 

£**Kr tllolE^ ^ A o V 7 ] c-HojEl ^o\) ^Zl^ ti# 

^ FTP S^1(12)2H ^-71 FTP (12)^1 <?]^-a- ^ FTP ^^(14)^ cfl 

4^7fl5l #^ololE(l3)^; olEi^o^ ^*LnVo} -t^o] o}E Q 3 ) <^ 

^iL^S ^r-§-^ 4^*Rr ^Hr7fl^ FTP ^(14)$}-; ^"71 

FTP H?J-Al(i2)^ £2^Jit ^^Isr}^ A]^^ ^e)7>7> <y*m ^ #^*}^r = 

•^Al S.qB|(15)^; ^"71 FTP = ^1(12)3 ^cflolE] ^-a>^ cflol^tS^S. ^Sr^M 
^ ^Rr 2)^*1 ^(16)^; ^71 FTP = ^1(12)51 *1^3HbH] ^ SZL^^L* *i 

tfl^" ^€^1 ol^g. >JJ-7H>H ^^€^1 ^-§-7.>7> A-^ofl 

^^>^- ^|1 ^1(ST11~ST16)4; #7] *f|i ^7^1(ST11~ST16) ^ * tg^o^ 

^12 ^^l(ST17~ST19)sf; Aj-7] *fl2 #3l(ST17~ST19H a^ ^a]*v tg^<H7> tflo]E] #A],g. 

^o]E| ^^fitH ^7>>7> ^^-B}^ CflojEl* A^S ^ 

^7l ^5]^ Sj-^^ ^V^r ^ S.H^iL» Al^efl 2j.e]xH)7fl Aj-7] ^ 

#^Kr ^13 ^:^1(ST20-ST25)^-; ^|2 #31 (ST17-ST19H ^ 

o^ 7 > xl^-S-T 1 S£^ cilo|El ^a]^^o] o}^ ofl^ ^ xg^cHofl of.^. ^ 

^ ^*>3L, ^^^7]- &7fl a^^ ^.g. ^} 

(ST26~ST27)S. ^^i}. 

23-9 




1020000035533 2000/11/1 
oo> ZLSl Jl ^-71 ^13 #7fl(ST20~ST25)°]H #^£|^r 4°^ ^}^r ^ 

rrj-e}- ^-a>^ h}-<1U1^(16H t^^jl <2]-Sji-#o.3. n}-^^- #^*Rr ^i^^M- ^ 
3 ^*Hr ^](ST31~ST34)54-; #7l ^^1(ST31-ST34)^1 *] $\^o.3.2] t%o]j£[ # 

7] SZL^iLl- Al^tfl^ &^x}7} 91*}^ ^ #^*Rr #31(ST35~ST36)5. ^€ 

<31> - o)S>\. £o] ^3£)^ ^ « 0 V^o^ 

<32> -f^d £r ^oll ^ vHM^^ofl ^€ ^ SU^ 

<33> ^, ifl^f^ ^ #eM<3S(13)7> « 0 >2|-«(11)0.S. ^e^Hr FTP 2.^ 

*1(12)«- ^•«1^S^ > tflJjL^ stolen e(i3)7> <q«-^ FTP ^1^(14)^1 ^^s>Ji 

a *Hr ^-f^m ftp s^-ai (12)21 ^ ^-ah- wj-^s. 5>ji ^^-^-oii^ 

4^2] ^e^Hi- ^ M °1 ^ # ^e^l<H« ftp ^^1(12) 

^ vfl^ofl z}- J:^E(i3)o) ftp ^BKi4H] ^ ^ 

^M7f ^olxll- S^J-Tfl ^t}. 

<34> ^e€^r°l J^iM^r FTP ^^(i4)ofl 3^*H 

FTP -I-eM 0^(13)5*) ^^7fl ^t}. zleJH ifla-^o] #e}-o}o]H(i3) 

Sf ^^-^ pxp a^(14)o^ ^^ 0 ] o^o^ d]o]E-1 ^^o] o^o^i^ ftp 
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= «M(12)fe- ^5\±r cflo)E^ ^-Af^-iif &&^°) z]-f^J±» *l#*Rr ^ S^M 
3.1^(15)5. ^i^>7ll ^H=K 
<35> n^ZL FTP A^(i4)sq- #B^ol^E( 13 )^. ^o] ^ ^(Control Connection)^: -f-afi 

FTP ^<H( Command)^ -g-^CReply)^: HL^rW. °H FTP ^<^tt 3 4wfo]E^ 
§^><IS. ^s\JL, ^<^°ll rc^A^ <yo}oj 7>^^1^>» E-] 5L^>7l£ t!r^. 

^<>H tfl^}- -g-^ 3X>3S] ^V<IS. ^SlJl, #7l ^x>^oH oH ^-7>^°1 
^^Tfl ath FTP A^(i4)sf #E>ol^E(i 3 )^ c^olE] MQ£r cflcl 

<36> ^1-71 4^*). ^ -Sr-g-^^ a^^-o.^*] Jit)- ^-*fl &i=K 

<37> M^ofl ^ 1HH1*I n^^Kr FTP ^^1(12)^ FTP *\*}^ ol-g- 

°fl tfl^ 3e*iH 71^-4, #^*Rr tfl^ s.^(iog g ing)7i^ ^ ^-71 

<38> ^, i^^-^ #e|-ol 01^(13)^.^ ^-*f*<H] *M FTP 

^e^tt ^^-» ^th=KSTll). FTP S^l(i2)^' «l^o] 7^^ A]-g- 
t>>^ #33 tflsiHSr ^^v^ ^isU) ^4(ST12). zLeflAi sq^-^i cfl 

^e^^l <£^€ *>-§-*Hl tfl^fl FTP S^-Al(i2)7> #el^ *1-§-*>7fl 
^^Pj-^ #eJ-o]^E( 13 )^ sflig- FTP AiaKl4Hl ^A];£*>7fl ^cf(ST13). 
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<39> ^7HH t-H-t- 1 ^^ AHMV7> 'anonymous* 7j^o.S FTP ^(UHl 

2) FTP ^^(14) oil ^^a]£^ 3-?-6|)fe ^y) m.%o\ ^ofl ^7}=! #2W«3m(13)3. 
JfE^ sHl*H ^*1H» ^^Ml €tKST15). ZLiZ\H-3. Tfl 

^^l-£*>7fl s)^, FTP S^l(i2)^ ^ef^l^ 
M(13)^ FTP AiBKi4)#£] #33 ^#-8: *>^>7ll 3tt 3°14(ST12). 
<40> ZLSl Jl ^^-^ FTP >H t3l(i4)of] tfl^ tfl^- A}-g-*}o} ^.S.zp. Tjl^o] 'anonymous' 

A>-g-^o] 34- <*j. s-^^i^oii tfl^H ^-g-^ a>-§-^>7> 

^-g-^-?] #^l?iS(13)^- FTP A^(14)^ -§-33 ^o] ol^^d- 

(ST16). o]^^ FTP A^(i4)ofl #e|-olojE(i3)^ aj. 7 ] FTP ^(14)41 cflsfl oj 

<41> #7H*1 o]^ FTP S^Al(12)7> A>-g-^ tfl^. Kfl^S. ^A>^- 

^^)sH oi^o]^iuf. zLelJi A}-g-*> 31^3 l-^-Ai #7] ^ o_ s ^y-^i 

ois^^icf. ojufl 'anonymous' zfl^^-S. *l:£sHr ^^1^ FTP (12HI ^ 

tb sfli^S. ^e^H -i-^-^r ^3*1 &*l<?h 'anonymous' ^jAS FTP *\*\ 

6\] $4?^ A>-g-^H} cfltflA^ ^ FTP AitH(i4)iM ^tb 'put' SE^ 

'input' -f-^ ^-§- *fl^*b ^-g-^cf. 

<42> H}-^ Sj-o.} o. ^w.^ ^^^-71 ^*IH*r A>-g-X>^ Tfl ^ ^ ^J£s> 
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o^Al A]~g-*)-7} ^-7] 7j]^iL^ FTP n ol-g-^- iiif ^ ^ ^r, 

-§-*> ?i\^SLS- %4r&_^-*£ + oi^ lilt ^ f>}<*\ ^7>^ lilt °l-g-*Kr Af-g-*} 
oil <M^*?> ^lY^ FTP AitH(i4)oflo} *l-g-*Rr ^^-S, FTP ^a)A f 

<43> Aj-7l^l ^-3|-o.s ^^-^ FTP A^(i4)oil iilb FTP A^li^) #efol<y 

-sfe(13)^^ ^^H, FTP S^](i2)ir #7] #e}olcHE( 13 ) 7 ]- FTP ^(14)5. 

Qt±. ^, FTP = ^1(12)^- tt x $*%°]7} *l^.fi.^- 'TYPE'^1 ^ 

— ■ -f°flfe(ST18), 3HE^ ^211- iflJLBH 7>i#T5}7ti S)jL(ST19), 

'STOR'^l 3-*-°1|^(ST20) 7\}^°] ' anonymous' ^1^1 3-*!*]-7fl ^ 

(ST21). 

<44> -S"7H^ 7\)?$o) 'anonymous' ^1^, FTP = (12)^ *}■%-*} 2) ^\}o]b\ ^a] 

3H^7> fil^t^S %-$r ^Mt\] ^^-(ST22). =lb]jl A>-g- 

*} >4)3M ' anonymous' 7> -^^-^ FTP >M*H(14)S ^H^l- ^#*>JL 

(ST23) <$7] c-flolE-ll- ^sRr ^-a>^ FTP S^-aI (12)^1 s^aI^ 

(16H dM£H°li(17H] 7l^^>7fl ^tKST24>. °M ^HfcHH 

6\ FTP ^tiji ^Jg-ofl tfl^ ^jAl^V #a] ^ ^o] 7V^-s:>£^- th}(ST25). 
<45> M.-5], £5ofl J£A]^ ^-ol ^«-nJ-o. S Cfl o] Ei ^i^A] 71^-5]^ S^Jife 2f 
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^*Rr ^>-g-^ 7$%, ^-71 A]~g-*}-7> A>-g-^o] ^^ol^Eds)^ Ip 
^ FTP *W14)^ IP sj-oj ^^a]o] ^ ^ a]^]-, #e}-o}o} 

J=(13HH FTP A^(u)ofl x\ ^ s^tg ^ ^cfl^S., FTP ^^1(12)^] ^ 
(Logging)^ ^cfl^^fif s}-°J^ ol^^lcf. ojufl ^ 

2) ^-f FTP ^^(12)^1 ^^-S)7l xrfl^-oH sj-^o] 7}^o] 

7l ^a}£- sj-^ol ^<H^7l(0verwrite)S <y*fl -fH^^r « 0 V *1* ^ 

<46> ziejji ^-^-^ FTP ^(14 HI 3^r€ #H]-ol { ?im(13)7> dl o] b\ 
°l^£l t^^e}^. jSl^*>^ FTP =^1(12)^ 

*fl# ^^7> FTP ^^(i4)s. *1^£H ^t}(ST26). A 

^ ^^Hr*^ €A*b #^1^(13)5. ^4=^ 

*3^<HSl 'QUIT'7} ^s)^ FTP A^(i4)5|- gfl^- W:Z}o}<£E.(13)Q2] 3^r°l 
cf(ST27). 

<47> #7HH ^-^-^S. ^sItt s)- 0 ^ ^r£- ^ SZL^Ji ^^2}-^- ^^-t!: 
£4*11 iEAl^ w}<4 ^-o] ( FTP ^al^oil ^#<s}^ vfl^-^ 0} e (13)7]- FTP 

(14)3. FTP ^^Ki2)7> ^*H(ST31) #7] s^^g- ^ 

51- ^P-S-SH 4^^1^^(16)0)1 *1^M1 €^(ST32). ^tiJ^^-S. sJ-^^Htt 
ASCI I (American Standard Code for Information Interchange)^ 4 EBCDIC (Ext ended 
Binary Coded Decimal Interchange code)*! ^ °1 D l*l( Image )^§ °] 
<48> cflolE^^- ^^^>^ ^ z]- s}-^ -fr^l^El ^ ^ -23^ 
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^^ofl « tiHEi^ ^-«-o] «- 7 ].^l-^M- ^"71 <g7]& 37}*] 3^3*8*1 

<49> ^ 7 }o\ ^o_S. FTP ^^(i2)ofl ^*)z\]o}&\<>] 2j.<^^Ai^ ^-g-T^o] ^ 

^ 31 o] e] ^ FTP ^|tf|(i4)s #4^cKST33). 0 ]°1^ FTP ^^1(12)^ #e}-°l 

^E(13)^ E ^ ^A]£l^ 3HEi7> E-1 5^*1* ^^olE]7|- ^^(ST34), 

<50> jziSJH djolE^ #S|-0]c>lE(l3) S «.E^ ^A]S]^ E] 7> 

&7fl FTP S^l(12)^- <#7] elH&l r-Ho]Eltiflo^(i7)o]l 

^^-W(ST35). Stb, SZL^Ji^ 3.1^(15)3. ^a]^ o_S*j > ^-e]^]. 
7> FTP *\*}^ ^Aj^o.^ #a]/^*]§ ^ oIt^ *Vcf. 

FTP ^-Al^- FTP 5.5^1 1" ^*}*}^ oi^ 7 -|^ ^^^jT, xfl^-^HlAi 

^-E)^ FTP A^l^ ^3g-o]] Cfl^j- ^Al^> #A]7} 7>^>£^- ^ ^ o] . 
<52> ol^Hl^i ti>^^ ^*H1» -g^StS-M-, ^ ^9\- ^ 

^ ^ ^>-g-^ ^ il^f. ^71 ^^-ar) ^^*H -g- 
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7> FTP °l-g-*M ^-M-^ -fr#*l?l*=- ?H1 tfl^ ji^bI 

7> 3^$^ ^2fl7l^ ^^>ji, e] 7 m *)~§-*Hl s^^l W 

<54> ZL^JI -g-S-^ T^^g- 7^11 fl©l Sl-fnj-oD^ ^ e o] ^ 7 >^ ^>-g-^ 
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ftp 

-#7] FTP «?]^ «>o> S]^-^ FTP ^7fl^ 

^*Hr ^7fl^ FTP ^^Sf; 
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